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The Man Who Wrote Those Password Rules
Has a New Tip: N3v$r M17d!

Bill Burr's 2003 report recommended using numbers, obscure characters and capital
letters and updating regularly—he regrets the error
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Bill Burr's 2003 report recommended using numbers, obscure chara.
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https://www.consumerreports.org/digital-security/everything-you-
need-to-know-about-password-manaqgers/
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RFC 1244 in 1991 by Holbrook and Reynolds

PGP's Passphrase FAQ in 1993:

"Even relatively short phrases offer acceptable entropy because the far larger
"alphabet" pool of word symbols that may be chosen than the 26 characters that
form the Roman alphabet. Even choosing from a vocabulary of a few thousand
words a five word phrase might have on the order of 58 to 60 bits of entropy --
more than what is needed for the DES algorithm, for example.”
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https://arstechnica.com/information-technology/2012/12/25-gpu-cluster-
cracks-every-standard-windows-password-in-6-hours/
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https://www.digitaltrends.com/computing/nvidia-gtx-1080-crack-passwords/
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Appendix A: Estimating Entropy and Strength
Password Entropy

Passwords represent a very popular implementation of memorized secret tokens. In this
case impersonation of an identity requires only that the impersonator obtain the
password. Moreover, the ability of humans to remember long, arbitrary passwords is
limited, so passwords are often vulnerable to a variety of attacks including guessing, use
of dictionaries of common passwords, and brute force attacks of all possible password
combinations. There are a wide variety of password authentication protocols that differ
significantly in their vulnerabilities, and many password mechanisms are vulnerable to
passive and active network attacks. While some cryptographic password protocols resist
nearly all direct network attacks, these techniques are not at present widely used and all
password authentication mechanisms are vulnerable to keyboard loggers and observation
of the password when it is entered. Experience also shows that users are vulnerable to
“social engineering” attacks where they are persuaded to reveal their passwords to
unknown parties, who are basically “confidence men.”

Claude Shannon coined the use of the term “entropy™™ in information theory. The
concept has many applications to information theory and communications and Shannon
also applied it to express the amount of actual information in English text. Shannon says,
“The entropy is a statistical parameter which measures in a certain sense, how much
information is produced on the average for each letter of a text in the language. If the
Ianguage is translated into binary digits (0 or 1) in the most efficient way, the entro !Jy H
is the average number of binary digits required per letter of the original language.”

Entropy in this sense is at most only loosely related to the use of the term in
thermodynamics. A mathematical definition of entropy in terms of the probability
distribution function is:

H(X)= —ZP(X =x)log, P(X =x)
where P(X=x) is the probability that the variable X has the value x.

Shannon was interested in strings of ordinary English text and how many bits it would
take to code them in the most efficient way possible. Since Shannon coined the term,
“entropy” has been used in cryptography as a measure of the difficulty in guessing or
determining a password or a key. Clearly the strongest key or password of a particular
size is a truly random selection, and clearly, on average such a selection cannot be
compressed. However it is far from clear that compression is the best measure for the
strength of keys and passwords, and cryptographers have derived a number of alternative

*C. E. Shannon, “A mathematical Theory of Communication,” Bell Svstem Techmical Journai, v. 27, pp.
379-423, 623-656, July. October 1948, see http://em bell-labs.com/cm/ms/what/shannonday/paper.html
**C. E. Shannon, “Prediction and Entropy of Printed English™, Bell System Technical Journal, v.30, n. 1,
1951, pp. 50-64.

forms or definitions of entropy, including “guessing entropy” and “min-entropy.” As
applied to a distribution of passwords the guessing entropy is, roughly speaking, an
estimate of the average amount of work required to guess the password of a selected user,
and the min-entropy is a measure of the difficulty of guessing the easiest single password
to guess in the population.

If we had a good knowledge of the frequency distribution of passwords chosen under a
particular set of rules, then it would be straightforward to determine either the guessing
entropy or the min-entropy of any password. An Attacker who knew the password
distribution would find the password of a chosen user by first trying the most probable
password for that chosen username, then the second most probable password for that
username and so on in decreasing order of probability until the Attacker found the
password that worked with the chosen username. The average for all passwords would be
the guessing entropy. The Attacker who is content to find the password of any user would
follow a somewhat different strategy, he would try the most probable password with
every username, then the second most probable password with every username, until he
found the first “hit.” This corresponds to the min-entropy.

Unfortunately, we do not have much data on the passwords users choose under particular
rules, and much of what we do know is found empirically by “cracking”™ passwords, that
is by system administrators applying massive dictionary attacks to the files of hashed
passwords (in most systems no plaintext copy of the password is kept) on their systems.
NIST would like to obtain more data on the passwords users actually choose, but, where
they have the data, system administrators are understandably reluctant to reveal password
data to others. Empirical and anecdotal data suggest that many users choose very easily
guessed passwords, where the system will allow them to do so.

A.1 Randomly Selected Passwords

As we use the term here, “entropy” denotes the uncertainty in the value of a password.
Entropy of passwords is u)n\enl ionally expressed in bits. If a password of & bits is
chosen at random there are 2* possible values and the password is said to have k bits of
entropy. If a password of length / characters is chosen at random from an alphabet of b
characters (for example the 94 printable ISO characters on a typical keybca:d) then the
entropy of the password is b (for example (£apa S.characters from
the alphabet of 94 printable ISO characters this is about
27 s0 such a password is said to have about 52 bits of entropy). nnmly chosen
passwords guessing entropy, min-entropy, and Shannon entropy are all the same value.
The general formula for entropy, H is given by:

= log: (b')

Table A.1 gives the entropy versus length for a randomly generated password chosen
from the standard 94 keyboard characters (not including the space). Calculation of
randomly selected passwords from other alphabets is straightforward.
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